Heads Up on HIPAA 
Welcome 
This self-study material is designed to prepare students to comply with an important set of federal health care regulations which require that all employees, agency staff, volunteers and students complete HIPAA patient privacy training. While the primary purpose in this packet is your professional education, it is also important for you to be aware of your rights regarding your personal health information. 

• Read this material thoroughly. 

• Do the practice questions provided at the end with answers. 

• Keep this information handy 

Objectives 
1. Explain why there is a federal privacy law 

2. Describe examples of PHI (protected health information). 

3. Explain the privacy rights patients have 

4. Understand HIPAA’s Sanctions and Penalties 

5. Understand how to report violations. 

6. Describe safe privacy practices. 

7. Acknowledge the requirement for passing a test prior to clinical. 

What is HIPAA? 
(Pronounced: HIP-ahhh) 

A typical hippopotamus weighs between 4,000 to 8,000 pounds. While the HIPAA legislation doesn’t weigh quite that much, it is a major set of federal health care regulations with significant penalties for violations. 

Originally passed in 1996, the Department of Health and Human Services (HHS) published the final rule for Standards for Privacy of Individually Identifiable Health Information on December 28.2000. The initial compliance date is April 14, 2003. 

HIPAA is the acronym for the Health Insurance Portability and Accountability Act of 1996 (Public Law 104-91) and seeks to improve the efficiency and effectiveness of the health care system through insurance reform and administrative simplification. While compliance is expensive, savings from electronic transactions are expected to more than cover the cost. It is designed to: 

• Assure health insurance portability 

• Reduce health care fraud and abuse 

• Guarantee security and privacy of health information 

• Enforce health information standards 

HIPAA makes moving from one health plan to another easier and streamlines transferring medical information. While these are good for patients and providers, privacy has been a major concern. Therefore, it also mandates setting privacy and security standards. It covers all medical records and other individually identifiable health information used or dislosed by a covered provider, in any form -- whether written, verbal, or electronic. It is the basics of the Privacy Rule that are covered here. If you have additional interest, there are resources at the end. 

Who Must Comply? 
HIPAA identifies which providers are considered “covered entities”. All the providers who accept students for clinicals are included as are most organizations for which you might work. 

Who Needs Training? 
Under the privacy rule, health care organizations across the country must train all existing employees, agency staff, volunteers, and students by the initial compliance date of April 14, 2003. After that, training will be ongoing.
Why is Privacy a Problem? 
The health professions have a long history of respecting patient privacy, beginning with the Hippocratic Oath in the 4th Century BCE. While these codes of ethics commit health professionals to respecting patient privacy, there have been notable lapses: 

Consider these: 

• 1996 - In Tampa, a public health worker sent to two newspapers a computer disk containing the names of 4,000 people who tested positive for HIV. 

• 2000 - Darryl Strawberry’s medical records from a visit to a New York hospital were reviewed 365 times. An audit determined less than 3% of those reviewing his records had even a remote connection to his care. 

• 2001 - Eli Lilly accidentally sent e-mail to Prozac users on an informational list revealing identities of numerous other Prozac users. 

• In North Carolina, an employer fired a good employee shortly after learning the employee had tested positive for a genetic illness that could lead to lost work time and increased insurance costs. 

The HIPAA Privacy Rule creates – for the first time -- national standards to protect individuals’ medical records and other PHI (protected health information). 

What is the Privacy Rule? 
A major portion of HIPAA is devoted to the privacy and confidentiality of patient information. The Department of Health and Human Services (HHS) worked with stakeholders to develop the Privacy Rule standards, which build on this history, and represent current best practices. While the various professional codes of ethics still apply, patient privacy is now also guaranteed by federal law. It is the basics of the Privacy Rule that are the topic of this packet. 

What Patients are Covered? All patients, including celebrities and employees. 

TPO: Treatment, Payment, Health Care Operations: The Privacy Rule is not intended to be a barrier to the core health care activities required to provide timely, quality care. Providers may use and disclose protected health information for its own TPO without consent, though they may choose to get consent. Treatment: the provision, coordination, or management of health care and related services among providers. Payment: activities of providers to obtain payment or reimbursement for health care services and of a health plan to obtain premiums. Health care operations: certain administrative, financial, legal, and quality improvement activities necessary to run its business and to support the core functions of treatment and payment. Training of health professionals may be included. 

PHI: Protected Health Information: PHI is the medical record including the face sheet, records of exams and evaluations, test results, treatment and appointment information, patient bills, etc. 

• It also includes any other individually identifiable health information used for TPO, such as: name, address, photo images, any date, phone and fax numbers, social security number, medical record number, health plan insurance number, account number, any other unique identifying number, email address, web address (URL), vehicle number, finger or voice prints, characteristic or code. 

• Psychotherapy notes have special additional protections. 

DRS: Designated Record Set: The record as defined by the program. Typically, any information that was used to make a decision about the patient, including: the medical record, case management notes, billing and collection documents. 

Format: PHI is protected in any format: paper, electronic, or verbal. 

Minimum Necessary: The amount and types of information that employees need to do their job and students need to participate in their clinical experience. Ask yourself: “Do I need this in order to do my clinical activity?” 

Need to Know: Persons who have a “need to know” or are authorized by the patient can have access to a patient’s PHI. 

Patient Rights / Consumer Control Over Their PHI 
Under the Rule, patients will have significant new rights. HIPAA promotes informed choices for patients when seeking care and reimbursement for care based on how their personal health information may be used. 

Notice of Privacy Practices: Providers and health plans are required to educate patients by giving them a clear written explanation of how they may use and disclose 

their health information. It must be given early in the care process. It is a good idea – and may be required – that you read the notice provided by your clinical facility. 

Right to Access. Patients will be able to examine and/or receive copies of their own medical and billing records. Response must be within 30 days. 

Right to Amend: Patients may request an amendment to their PHI. Medical records may be altered only through the addition of information which specifies the time and date the information is added. Existing records will not be removed, destroyed, or altered in a manner that makes the original entry unreadable. 

Right to Privacy Restrictions: Patients may request further restrictions on the uses and disclosures of their information. 

Right to Confidential Communication: Patients may request confidential communication. For example, a patient may request bills for lab services be sent to an address other than their own. Providers should attempt to accommodate such requests without asking why. 

Right to Opt Out of Directory: Patients may request that they not be listed in the census list used by volunteers and operators with patient name and room number. If the patient opts out, the provider cannot acknowledge that patient is in hospital or condition of patient except for purposes of TPO 

Right to Disclosure Accounting: In addition, patients have the right to a history of non-routine disclosures of their PHI to outside parties for non-routine purposes. Examples include reporting of births and deaths, tumor registry, research, etc. 

Right to Consent Before Release: Providers who see patients will be required to obtain patient consent before sharing their information for TPO. This can be done along with a general consent for treatment. In addition, separate patient authorization must be obtained for non-routine disclosures and most non-health care purposes. 

Right to Ask Questions and File Complaints. Providers must identify a privacy officer. People will have the right to file a formal complaint with a provider, health plan, or with HHS, about violations of the provisions of this rule or the policies and procedures of the provider. 

Boundaries for Use and Release of PHI 
With few exceptions, such as appropriate law enforcement needs, an individual’s health information may only be used for health purposes. 

Ensuring that health information is not used for non-health purposes. Health information covered by the Rule generally may not be used for purposes not related to health care – such as disclosures to employers to make personnel decisions or to financial institutions – without explicit authorization from the individual. 

Minimum Necessary Limits Release of Information. This is a key concept. In general, disclosures of information will be limited to the minimum necessary for the purpose of the disclosure. However, this provision does not apply to the disclosure of medical records for treatment purposes because physicians, specialists, and other providers need access to the full record to provide quality care. 

Ensures the Security of PHI 
The Rule establishes appropriate safeguards that providers and others must achieve to protect the privacy of health information. Providers may design their own policies and procedures to meet those standards. The requirements are flexible and scalable to account for differences in the nature, size, and resources of various providers. 

Adopt written privacy policies and procedures. These include who has access to protected information, how it will be used within the entity, and when the information may be disclosed. Covered entities will also need to take steps to ensure that their business associates protect the privacy of health information. 

Designate a Privacy Officer: Providers must designate an individual to be responsible for ensuring the procedures are followed. 

Train Users of PHI: Providers will need to provide training in their privacy policies and procedures. This includes employees, the medical staff, volunteers, students, and agency staff. 

Establishes Accountability 
In HIPAA, Congress provided penalties for misuse of PHI. It holds violators accountable with civil and criminal penalties that can be imposed if they violate patients’ privacy rights. 

Civil Penalties. Covered providers that violate these standards will be subject to civil liability. Civil money penalties are $100 per violation, up to $15,000 per person, per year for each requirement or prohibition violated. 

Federal Criminal Penalties. Under HIPAA, Congress also established criminal penalties for knowingly violating patient privacy. Criminal penalties are up to $50,000 and one year in prison for obtaining or disclosing protected health information; up to $100,000 and up to five years in prison for obtaining protected health information under “false pretenses”; and up to $250,000 and up to 10 years in prison for obtaining or disclosing protected health information with the intent to sell, transfer, or use it for commercial advantage, personal gain or malicious harm. 

Disciplinary Actions: 3 levels of violations that require disciplinary action include: 

• Accidental and/or due to lack of proper education 

• Purposeful violation of privacy policy or an unacceptable number of previous violations 

• Purposeful violation of privacy policy with associated potential for patient harm 

Reporting Violations: All providers must establish methods for reporting violations through the Privacy Officer. Should you witness a violation, inform your faculty member or preceptor. They will follow the appropriate procedure. 

Compliance and Enforcement. The Privacy Rule is enforced by the HHS, Office of Civil Rights (OCR). 

Balancing Public Responsibility with Privacy Protections 
HIPAA strikes a balance when public responsibility supports disclosure of some forms of data, such as those that protect public health. These permitted disclosures include: emergencies, identification of the body of a deceased person or the cause of death; 

public health needs; research, oversight of the health care system, judicial and administrative proceedings, limited law enforcement activities, and activities related to national defense and security. 

Preserving Existing Strong State Confidentiality Laws 
Some states have stronger laws like those covering mental health, HIV infection, and AIDS information. Florida has extremely high standards. HIPAA assures that these still apply. The Privacy Rule sets a national “floor” of privacy standards that protect all Americans, but in some states individuals may enjoy additional protection. In circumstances where states have decided through law to require certain disclosures of health information the rule does not pre-empt these mandates. Therefore, confidentiality protections are cumulative. 

ROI: Release of Information 
Students must be extremely cautious in sharing PHI. 
Verbal discussions with friends and family: This is the most common situation in which students will appropriately share PHI. Patients Must Agree: Requires the agreement of the patient or their legal representative. The patient must be present, has a chance to object, but does not object. If the Patient Does Not Object: You can reveal medical information that is directly relevant to that person’s involvement. For example: A neighbor picking up a patient can be told that the patient is unsteady on his feet, however, they cannot be told that a tumor was removed. 

Facility Directory: If the patient does not object, the following information can be released as part of its facility directory: Patient’s name, location (room number), medical condition (one word description, undetermined, good, fair, serious or critical) patients religious affiliation (for clergy only) 

Who Can Release Medical Records? ROI is always done by trained employees. As a general rule, PHI can be released to outside parties only by the HIM (health information management or medical records department). It involves a formal procedure including authorization, verification, determination of minimum necessary, etc. Faxing is discouraged. In some cases other employees, such as unit secretaries, have been trained to release information for TPO. 

Safe Privacy Practices 
Remember, privacy and confidentiality apply to: 

• All communication: written, electronic, and verbal. 

• All locations including the home care. 

• All employees, volunteers, students, agency personnel, etc. 
The following are common practices which are vulnerable to privacy violations: 

Need to Know & Minimum Necessary: Only access PHI if there is a need to know for participation in clinical. Use the least amount of information to do your assignments. 

Looking for curiosity (without a business reason) is cause for dismissal and possible legal consequences for students as well as others, even if you don’t tell anyone else. License holders may be sanctioned. 

Direct Patient Care involved the sharing of information for treatment, but also includes other requests for information. 

• Patients must identify who their information can be discussed with, including friends and family. 

• Knock on a door and ask to enter before entering a room, close room doors, draw privacy curtains 

Never agree to a privacy restriction. These are to be given to the Privacy Officer in writing for a decision. 

Requests by Others. Do not share PHI with other students, other patients, patient visitors, or anyone else who asks if they are outside your clinical assignments. 

• If you are asked by visitors about a patient, direct them to the information desk rather than giving out information yourself. 

• Roommates and visitors may have sincere concern or excess curiosity, but all patient information is still confidential. 

• Graciously explain that you can not discuss PHI. You are an ambassador for BCC and the facility. 

In the end, others will have respect that we respect patient privacy. 

Don’t Discuss PHI in public places such as elevators, hallways, and cafeterias. 

• While it is appropriate to discuss clinical experiences in class, post conference, etc. You must limit any identifiers. 

• PHI can be released for TPO. For example, information can be shared in nursing stations, joint treatment areas like the OR and ER, double occupancy rooms, using lowered voices. 

Keep PHI Out of Public View: 
• Patient charts, films, lab results, schedules, sign-in sheets, etc. must not be left in the open, such as on counters, in the room, etc. 

• Keep printers, fax machines, copiers, mailboxes out of public view. 

• Pick up and file confidential papers as soon as possible from all public locations (including conference rooms). 

• If you find records unattended, turn records over or cover with a paper. 

• Keep computer screens turned and use screensavers. 

• Limit identifiers on white boards, for example in the ER 

• Discard extra copies of PHI in appropriate containers, such as Shred-It. This would include any notes taken by students that include personally identified information. 

PHI and the phone: 
• Speak softly and limit the use of the patient’s name 

• When leaving a message with someone other than the patient or on an answering machine, state only that you are calling from (name) facility, and that the person should call you at a specified number. 

HIPAA, HIPAA, HORRAY 
We’re done with the content. Now on to some practice. 
Scenarios 
Practice what you’ve learned about HIPAA in the following scenarios. 

Scenario #1 
A nurse has entered a patient’s room. The patient is in the early stages of labor. An assessment needs to be done. The patient’s husband, brother, and aunt are present in the room. The nurse proceeds to begin the assessment with these family members in the room. 

Q: What could have been done differently to protect the patient’s privacy? 
A: Under the HIPAA Privacy rule, the patient must be offered the opportunity to object to having confidential conversations with others in the room. This patient may not have been comfortable answering the assessment questions with her family present. 

Scenario #2 
Consider the example of a female patient in the waiting room. She’s the only female in the room. In violation of the woman’s right to confidentiality, her physician is discussing her condition, ovarian cancer, with a nurse at the nurses’ station, and everyone in the waiting room can hear the conversation. 

Q: What could have been done differently to protect this patient’s privacy? 
A: This patient’s case should have been discussed in a private room or area where details could not be overheard. Even when the patient’s name is not specifically used in conversation, remember that details about his or her case or condition can be identifying factors in certain circumstances. 

Scenario #3 
Ms. Jones, a patient in the facility, has had an adverse reaction to her medications. The health professional tries several times to reach the patient’s physician for instructions, with no success. Finally, she reaches the club where the physician is attending a social event. She asks the receptionist to tell the physician that Ms. Jones has had an adverse reaction to her medications, and she urgently needs a call back. 

Q: What should the nurse have done differently? 
A: Leaving a message with someone other that the physician that provides any identifying details about the patient or his condition is a breach of confidentiality. If the person receiving the message knows Ms. Jones, then information about her presence at the facility and her condition could lead to speculation about the patient. Whether in person, on the phone, or via voicemail, never leave a message with a third party that contains specific information about a patient that can identify him or her. The health professional should have simply requested an immediate call back from the physician about an urgent patient matter. 

Scenario #4 
Jill is a nurse in the ER of a city hospital, and she has just heard through the grapevine that a fellow nurse is pregnant. The other staff members would like to give this nurse a baby shower, but nobody knows when the baby is due or if it is a boy or a girl. Jill has access to the records and could easily find the answers to both questions. 

Q: Should Jill try to get information about the pregnancy and share it with the staff? 
A: Absolutely not. This is clearly an unauthorized use of medical information. Remember that any time patient information is used for purposes other than TPO (treatment, payment, or operations), it must be authorized. 

Scenario #5 
It has been the practice to leave the records system open and logged on at the central office computer until the end of the day. This saves time during for staff who need to retrieve records. 

Q: Is this an appropriate method of protecting patient information? 
A: Although it may seem to be a timesaver, this practice is equivalent to sharing a password. Remember that when others are allowed to access the system under your password, there can be no way to audit who sees the records. Never stay logged on to the system beyond the time you use it. 

Scenario #6 
You are just coming off a double shift at the hospital, and a physician has asked you to fax his patient’s lab test results to his office fax. The results are ready, but it’s after hours in his office, and none of his office staff are available to receive the fax. 

Q: What do you do? 
A: Don’t send the fax to an unattended machine unless you have been assured that it is in a locked room or has a locked cover. You have no way to ensure that someone will not see the fax besides the physician or staff. Talk with the incoming shift about handling the fax during office hours, and leave a message with the physician’s office asking them to call for a fax of the results that were requested. Make sure not to leave the patient’s name or other identifying information on the message. 

Scenario #7 
A member of the clergy enters the facility and asks for the census listing. He is provided the list. 

Q: What could be done under HIPAA? 
A: For community clergy lists of patients can be provided. The current standard register form for Conditions of Admission explains that the patient name may be released to local religious organizations. The lists should consist of the patient name, room/location, and may include the condition in general terms. This list should be restricted by religion and confidential patients should not be included. 

Scenario # 8 
A husband comes in asking for his wife who was involved in a car accident. 

Q: What can the husband be told? 
A: The visitor must ask for the patient by name. The hospital directory or listing of patients used by the operator, information desk or volunteers should contain only patient name, room/location and condition in general terms. Patient diagnosis or procedures should not be released. Also, this information may not be released about confidential patients or patients who ask not to be listed in the directory or have their whereabouts known. 

Scenario # 9 
The facility has patient records that hang on the end of the bed and have nursing bedside terminals. 

Q: Is this okay under HIPAA privacy? 
A: The HIPAA regulations do not prevent medical records from being maintained at the patient’s bedside or outside the patient’s room; however, they do encourage reasonable safeguards be put in place to protect the patient’s information from inappropriate uses or disclosures. 

Scenario # 10 
During training a new employee is told that patient information can be disposed of in the regular trash receptacles. 

Q: Should this be allowed? 
A: No. Any documents with patient identifiable information should be disposed of in a secure manner. Shredders or locked boxes should be available to ensure patient information is kept safe. 

Scenario # 11 
You are called to work in a patient’s room to perform a routine job assignment. You knock on the door and are invited in. You see another health professional in the room, discussing the patient’s condition or medication. 

Q: What should you do? 
A: If the task is critical to patient care, ask if you can interrupt, otherwise, explain that you are here to perform a routine job and will return in 15 or 20 minutes 

Scenario # 12 
Q: Which of the following situations describe proper techniques for protecting a patient’s privacy and confidentiality? 
(1.) A doctor brings a patient into an unused room to discuss the patient’s medical condition 

(2.) A doctor who is reviewing a patient’s record leaves the folder in the doctor’s lounge to review later 

A: No. 1. 
Practice Questions 
1. HIPAA is a new federal law requiring us to protect the privacy and confidentiality of our patients’ personal medical information. True or False? A: True: HIPAA stands for the federal Health Insurance Portability and Accountability Act of 1996. 

2. A husband of a competent patient calls the facility for his wife’s test results. It’s okay to give him the results. True or False? 
A: False. You cannot give test results – or any other personal medical records – to a husband or wife without the written authorization of the spouse. 

3. A patient’s protected health information includes oral communications as well as computerized information and paper records. True or False? A: True. Oral, written, and computer records are all protected under HIPAA. 

4. An outside attorney shows up on your patient floor and wants to copy his client’s records. Send him to the Health Information Management Department. True or False. A: True. As a general rule, patient information should be released to outside partied only by the HIM department. 

5. Physicians and other clinicians have the right to access any patient’s medical record, even those no under their care. True or False? A: False. Clinicians, as well as student are prohibited from accessing PHI simply to satisfy their curiosity, even if they don’t tell anybody else. 

6. A breach of confidentiality can be grounds for termination from a BCC health science program. True or False? A: True. Breaches of confidentiality are serious and may include program sanctions. 

7. When friends and family are in a patient’s room, you can tell them anything about the patient’s hospitalization. True or False? A: You should always seek the patient’s agreement before discussing the patient’s condition with family and friends. The patient’s oral agreement is satisfactory. 

8. Is it a breach of confidentiality if caregivers openly and publicly discuss a patient’s care while having lunch in the cafeteria. True of False? A: True. While the policies are not intended to prevent important communications between caregivers, reasonable precautions should always be used to avoid being overheard. 

9. Students should report suspected privacy violations to the facility Privacy Officer. True or False? A: False. Students should relate their concerns to their faculty member or preceptor who will follow the facility policy and procedure. 

10. Celebrities who receive treatment are not entitled to privacy and confidentiality since they are considered “public figures”. True or False. A: False. All patients are entitled to the same privacy. 

11. Patients have a right to receive a Notice of Privacy Practices. True or False A: True. It is a good idea for students to read them as well. 

12. Violations of the HIPAA privacy law can result in civil penalties up to $25,000 for each incident, and criminal penalties of up to $250,000 and 10 years imprisonment. True or False? A: True. The maximum penalty might apply to selling information about a celebrity patient to a tabloid magazine. 

13. HIPAA uses the term “protected health information” and the acronym PHI to describe patients’ personal clinical and billing information that must be kept private and confidential. True or False? A: True. PHI includes face sheets, treatment and appointment information, test results and patient bills. 
Resources and References 
HHS, Office of Civil Rights: http://www.hhs.gov/ocr/hipaa 
AHIMA: American Health Information Management Association 
Hippo & bird: palmm.fcla.edu/lfnh/currmat/ Biodiversityinfo.html 
